The rapid development of wireless network brings a lot of convenience to people's lives, but there are still many problems to be solved in wireless networks. Among them, communication security is the most critical, especially secure transactions on digital currency transactions are even more important. In traditional network communication encryption algorithms such as RSA and ECC, in order to further enhance the reliability of network communication security, the main means is to increase the length of the key, but this brings the complexity and workload of the calculation, and the speed of encryption cannot be realized. Compatible with security, the neural network chaotic encryption algorithm mainly uses the parallelity characteristics of the neural network and the chaotic dynamic characteristics to randomly generate a sequence, which has non-periodic characteristics. Therefore, the wireless network chaotic encryption algorithm is a good wireless communication security encryption algorithm. However, the traditional neural network chaotic encryption algorithm still has some shortcomings in its algorithm's security performance, encryption speed, encryption efficiency, and anti-deciphering performance. At the same time, the research on neural network chaotic encryption algorithm in wireless communication security is relatively less. In this paper, the performance defect of the original neural network chaotic encryption algorithm is optimized. A dynamic key encryption and decryption neural network chaos algorithm for wireless communication security is proposed. The algorithm is mainly based on the Aihara neural network model and introduces chaos, mapping, and hybrid coding. At the end of the paper, the algorithms before and after optimization are compared. The experimental results show that the algorithm proposed in this paper has a significant improvement in the encryption and decryption speed and anti-deciphering ability of the key.
management is imperfect. The shortcomings of digital signature and authentication are provided, and the representative algorithm of the corresponding asymmetric algorithm is RSA algorithm [8] . The disadvantage of the algorithm is that the length of the key has reached 56 bits, which cannot meet the current wireless communication, password encryption, and decryption efficiency requirements. Compared with the improved algorithm of DES and RSA, IDEA [9] has further extended the length of the key, but the complexity brought by the excessively long key has become a drawback of its further development. The neural network chaotic encryption algorithm [10] [11] [12] mainly utilizes the basic features of mixing, strong sensitivity to parameters and initial values in chaos theory. In chaotic encryption algorithm, the early communication encryption chaos algorithm mainly has four types which are as follows: chaotic keying [13] , chaotic expansion [14] , chaotic parameter modulation [15] , and chaotic masking [16] . The corresponding traditional chaotic encryption algorithm mainly includes the parameters and initial conditions of the logistic mapping proposed by Bianoo et al., and the partial key is used to encrypt each character in the information signal by the number of iterations of the mapping, but the number of iterations. The speed of its encryption is affected, and the encryption efficiency is not high [17] . Gotz proposed a discrete-time continuous numerical cryptosystem, which has better output distribution characteristics, but it has the disadvantage of poor password deciphering ability [18] . Therefore, it is very necessary and meaningful to study an excellent neural network chaotic encryption algorithm for communication security, especially wireless network communication security.
Related work
Aiming at the shortcomings of traditional neural network chaotic encryption algorithm, this paper proposes an optimization algorithm based on Aihara network model and chaotic mapping and hybrid coding. Finally, the traditional neural network chaotic encryption algorithm is compared with the optimization algorithm proposed in this paper. The main parameters include ciphertext independence, balance test, and encryption speed. Experimental results show that the proposed algorithm is superior to traditional algorithms.
The structure of this paper is organized as follows: In the second section of this paper, the wireless network security communication is analyzed. The basic principle and application method of neural network chaotic encryption algorithm are analyzed and discussed. The third section of this paper focuses on the optimization algorithm proposed in this paper. The fourth section carries out algorithm verification experiments and comparative analysis and draws conclusions.
Methods

Wireless network security communication
The rapid development of wireless networks has brought convenience to people, but the security problems in wireless communication are also plaguing people. The main problems are mainly reflected in three points:
1. There is a problem with the mobile terminal There are many kinds of mobile terminals for wireless networks. The corresponding wireless network can also provide services according to the personalized needs of users, so as to ensure better access to the wireless network, but the access of a large number of users will inevitably require the broadband and speed of the terminal. With the increasing number of users of wireless networks, the relationship between their terminals and users is getting closer and closer, and the problems of the terminals are exposed.
Problems with network links
The transmission link of the current wireless network is poor in fault tolerance [19] , which makes it easy to cause data transmission errors, which may result in leakage of personal privacy of the user and may even pose a security risk to the property.
There is a problem with the authentication system
There are still loopholes in the authentication system for wireless communication, and there are many types of network technologies for wireless communication, and the network mode is not uniform. Therefore, it is difficult to unify the real-name authentication, which also poses a danger to the user's information security.
Based on the above problems, the corresponding solution strategies mainly have the following three points:
1. Optimize the wireless encryption security technology to build a wireless network security system A complete wireless network security system is a necessary condition for ensuring the security of wireless communication. The most important one is to establish an optimized wireless communication security encryption algorithm and other measures, such as the security protection of the wireless terminal through the construction of a configurable system. It is also possible to ensure the security and reliability of wireless communication through the construction of the negotiation system. When the user accesses the wireless network, certain targeted security protection measures are taken, and the auxiliary network security device is set to effectively prevent the security factors existing in the wireless terminal access process.
Improve the protection of wireless terminals
Make full use of the performance of the wireless terminal to ensure secure communication, pay attention to the update of the wireless terminal, and effectively improve and optimize its operating system. Strict circuit detection of wireless network terminals is needed to ensure that they accept the integrity of the information.
Neural network chaotic encryption algorithm in communication
There are two kinds of chaotic models of neural networks [20] . One is a neural network chaotic model based on artificial neurons. The corresponding equations are shown in Eq. 1, Eq. 2, and Eq. 3. The other is a cell-based neural network model based on unit cells. The essence is a hybrid nonlinear circuit composed of a linear circuit and a nonlinear circuit, and the corresponding equations are shown in Eqs. 4 and 5:
Compared with the traditional discrete neural network, the chaotic neural network has more nonlinear dynamic characteristics and complexity, and its main features are reflected in chaotic dynamics. The chaotic dynamics are added to the neural network, which makes the whole neural network have strong sensitivity and dependence on the initial conditions, which makes the whole system appear random, and this randomness comes from the inside of the system. Chaotic neural networks also have synchronization characteristics, which are a basic characteristic of chaotic phenomena. When two neural networks are coupled, the two networks will be excitation sources, and both use the self-feedback method to gradually reduce the two synchronization errors between the two neural networks. Chaotic neural networks also have chaotic attracting factors, which describe a certain state of network operation, which is the stability factor of the network. It is the main internal driving force for the chaotic phenomenon of neural networks. The application of chaotic neural network encryption algorithm in communication mainly has the following three points:
1. The application of chaotic synchronization based on the characteristics of encryption communication is mainly represented by the fourth generation chaotic pulse synchronous encryption communication. The theoretical basis is the Chua's oscillator, and its equation can be expressed as shown in Eq. 6:
where a, b, and c are constants and f(x) is a piecewise function of the Chua diode, and its correspondence can be expressed as in Eq. 7:
The corresponding encryption flowchart is shown in the Fig. 1 .
The application of chaotic sequences in encrypted
communication is mainly based on the nonperiodicity of sequence traces output by chaotic networks. The characteristics of nonlinearity and randomness, which cannot be accurately predicted, make it have the characteristics of being the main key, so that the approximate "one time, one secret" full confidentiality requirement can be guaranteed. 3. The application of chaotic factor-based neural network encryption in communication is mainly based on chaotic attractors. There are two main types: one is probability-type symmetric encryption, and its corresponding encryption process is shown in Fig. 2 . One is for unstable periodic orbital encryption. Such an encryption algorithm has certain security if it is based on a large number of neurons, but it is easily deciphered under the attack of an exhaustive method.
3 Optimized neural network chaotic encryption algorithm
Basic principle analysis and optimization algorithm
The traditional neural network chaotic encryption algorithm derives its algebraic structure from chaotic dynamics, chaotic attractors, and structural features of the attracting domain. The traditional neural network chaotic encryption algorithm is based on the chaotic attractor in the saturated Hopfield neural network as the relationship between the key and the ciphertext. The final result is a chaotic neural network-based security compared with the traditional encryption algorithm. The public key encryption algorithm, whose corresponding neural network energy function, is shown in Eq. 8:
A monotonic decrease in the energy function will cause the steady state of the entire algorithm to occur, and this steady state is also called an attractor. The corresponding algorithm flow chart is shown in Fig. 3 .
The first step in the encryption process is to determine the key, which is obtained by transforming the large matrix. It requires each group of communication users to select a joint synapse matrix to form a singular matrix with a coefficient m. A transformation matrix is randomly selected in the m matrix, so that the user can combine the private key of the user with the public key of the information exchange to obtain a public key between each other. Then, after determining the key, the code of the readable plaintext is processed, and the plaintext content is mapped into the coded plaintext set according to the provided coding matrix M and the corresponding attractor. The third step is to iteratively calculate and derive a steady state. The corresponding decryption proceeds in reverse order of the encryption step, which is illustrated below by an example consisting of 8 neurons, where T 0 is the synapse matrix. 
Then, the corresponding user and the sender's private key are respectively the following matrices P 1 and P 2 , and the corresponding matrix is as shown in Eq.10: To do the public key transformation, the final available Formula 11 is the common key for communication between the two parties. 
Although the above algorithm can provide a secure key, it still has no good security for matrix decomposition attacks and statistics-based brute force attacks. Analysis of its root causes can be summarized as the following three points:
Avalanche effect is not ideal
When an output is randomly selected from the traditional chaotic encryption algorithm, the ciphertext will have at most eight direct changes, and the remaining ciphertexts will undergo an indirect random form change, which is probabilistically distributed and does not change with the plaintext. However, the diffusion characteristics are not high, so the avalanche effect is not ideal.
The encryption speed is slow
When the number of bits is extended to more than 8 bits, the chaotic encryption algorithm will increase the complexity and calculation amount of the entire encryption key, which is not conducive to the improvement of the encryption speed of the whole algorithm and affects the encryption efficiency.
Weak anti-deciphering ability
When subjected to attacks such as matrix decomposition, the corresponding password will be destroyed or even cracked. The main reason is that there is a problem in the selection of its neural network and the selection on the corresponding domain. Based on the above problems, this paper proposes an optimization algorithm based on this algorithm, which is mainly based on Aihara neural network, and introduces chaotic mapping and hybrid coding technology. The improved algorithm flow chart is shown in Fig. 4 :
The first step of the algorithm is unchanged from the original algorithm. The key receiver is still determined for the large matrix exchange, using the formula Ta = HaToHa′, and then Ha is treated confidentially. The corresponding second step is readable plaintext processing, where the optimization of the binary stream encoding method is mainly carried out here. The third step is mainly the generation of ciphertext. This paper mainly uses the magnified chaotic map to select the attracting domain and use it as the output of ciphertext. In this paper, the logistic map is used to select the attracting domain. The initial value of the logistic equation is set to the current microsecond time, and then iteratively magnified to obtain the modulo value, so that chaotic mapping can be realized by logistic, thus improving the random selection. The reliability increases the difficulty of external deciphering. In the improvement of the effect of the avalanche effect, the optimization scheme proposed in this paper adopts hybrid coding when encoding the plaintext. The essence is that the coding of each bit is directly generated by the directly affected code, and the corresponding formula is generated. For Eq. 12:
For the above-mentioned network composed of 8 neurons, the probability of the corresponding ciphertext change will be increased as shown in Eq. 13 when the optimization algorithm proposed in this paper is used for encryption processing:
The probability of the corresponding impact on the ciphertext after adding the hybrid coding is as shown in Eq. 14:
The internal state of the neural network Aihara based on this paper will gradually become stable after several rounds of iteration. Therefore, in the process of encrypting the plaintext, if the external input coding prototype of the neuron is set to plaintext, the neural network jumps out. Local attractors will be of great help, further enhancing their ability to resist matrix cracking attacks and statistical probability attacks.
Application of algorithm in wireless communication security
In the field of wireless communication security, the services provided by cryptography are required to be mainly confidential, authenticated, and plaintext integrity. Based on the algorithm of this paper, its application flow chart on the wireless communication server side is shown in Fig. 5 .
In Fig. 5 , the wireless network server first responds to the user's request with the corresponding module, performs user authentication, and then obtains the public key password of the user identity information after the verification succeeds, and then, the server encodes according to the algorithm, through the synapse matrix, to calculate the attractor and attract the domain and finally outputs the ciphertext to the client.
The corresponding application algorithm flow chart of the client is shown in Fig. 6 .
Experimental
Implementation of the algorithm
Based on the above theoretical analysis of the algorithm, based on the VS software platform, the program is implemented in this paper. The corresponding program is composed of three modules, which are as follows: key calculation module, encryption and decryption module, and interface. The corresponding program class diagram is shown in Fig. 7 .
Efficiency analysis
In this paper, we select a data below 5M in the efficiency test direction to compare the encryption test of the algorithm before and after the improvement. The corresponding comparison table of encryption efficiency in PDF file mode is shown in Table 1 .
The corresponding encryption efficiency corresponding to the TXT file mode is shown in Table 2 .
It can be clearly seen from Tables 1 and 2 that the improved algorithm is superior to the conventional algorithm. 
Avalanche effect test
In the avalanche effect test, the detection algorithm is mainly responsible for the effectiveness of the key replacement. The excellent cryptographic algorithm should have an avalanche effect on the key transformation and keep its plaintext unchanged. Table 3 is the avalanche corresponding to the improved algorithm. Test comparison of effects: It can be clearly seen from the table that the avalanche effect of the improved algorithm is significantly better than the avalanche effect before the improvement.
Results and discussion
Wireless communication network security is an important issue that affects people's daily privacy information and even property security. Neural network chaotic encryption algorithm has great advantages in improving the security of wireless communication, but the traditional chaotic encryption algorithm has low encryption efficiency. Based on the poor decoding ability and the avalanche effect, this paper proposes an improved optimization algorithm based on Aihara neural network and introduces chaotic mapping and hybrid coding technology. Based on this, the improved algorithm is compared with the traditional one. The performance of the algorithm has improved a lot. Experiments show that the optimization algorithm proposed in this paper has obvious advantages. 
